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“How to set up Azure AD Sync”

Step 1:

Open and log in with your Rescue credentials: https://www.logmeinrescue.com/Account/Login

Step 2:

Launch Admin Center

Step 3:

Open “Global settings” tab and go to “Active Directory Synchronization section”. Click a
“Generate and Copy button” and Create a “Default Password” Then click to the bottom of

the page SAVE!
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Step 4:

Download the Application by clicking on the “Download” button.
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Step 5:
Launch the downloaded file.
Step 6:

You will see the following window. Select Microsoft Azure AD. Then click Next.

O Rescue Active Directory e & .

Please sslect the AD servioe you want 1o ude

Microsoft AD becrosoft Azure AD

= [ e |

Step 7:

Enter your credentials here. Also you can check the Dry Run mode where you can preview the
changes the service will make in your Rescue hierarchy tree. Click Next to continue.
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O Rescue
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Step 8:

On this window you must enter your Azure App credentials. (You will find a detailed guide from
Microsoft how to get this information by clicking on the “Need help?” section). Click Next.

How to create Client ID, Tenant, and Client Secret?

Step 1. Login Azure
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Step 2. Select Azure Active Directory

g Default Directory | Crverview
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Step 3. Click Add... (Application)
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Step 4. (Register an application)
You must set Name of application e.g. Rescue-test and
then Click the “Add” button.
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Register an application

Mame

Thi sl -lacing chapliy name o T apphcaton [P oen be chamgsd il

Suppodied acoount Types

Arcoaints i et ceganizabonal desciory ondy {Deleolt Deeciony onky - Samghke benank)
Tl o ey Segiiaf el Sy ¥ LT wloey - hullecunt)
1] and peruoeal K woft accounts jeg. Sype, Kho)

Prsindl WMaririoll Soccanls only

| JI|||'I"".|'J|II'-:_| thee 1naer. Provichrsy o roew B opfonad andl f cam bee
chunged Liper, s

Step 5. Make a note of your "Application Client ID" and "Directory tenant ID".
These values will need the AdSync later

-3 Ragscime- Tl

Step 6. Click Certificates & secrets menu and click the
“New client secret” button.
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Step 8. Save to value of Client Secret, this value will need to be provided to AdSyn.

f Rescue-Test | Certvhcates & secrets

Step 10. Click Add Permission then select Microsoft Graph
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Step 12. Select the “Application permission”
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Risigiisl AP pebifraifsOns

Eescue-Test | AP permissions
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Step 13. Select the
User/User Read All permission

Rescue-Test | APl permissions
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Step 14. Select the
Group/Read all groups permission

Rescue-Test | AP permissions

Step 15. Select the
Directory/Read directory data permission
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EseUe-Test | AP pafmmissions
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Step 16. Select Add permission button

Fescue-Test | AM permissions
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Step 17. Select Grant admin button and then press the Yes button.

Reicue-Test | APl permisiions

Granl sdrmn consen confemation

Step 18. Close the Azure Ad portal.
The resulting Client ID, Tenant, and Client Secret must be entered in AdSync.
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Step 9:

Here you will select the groups you want to synchronize. The first column contains the Azure AD
Groups, select one Active Directory Group you want to synchronize with a Rescue Group. The
second column contains the Rescue Groups. Select one group that will be synchronized with
the AD Group. Now you have one group selected from the first two columns. Click the arrow
button that is facing towards the third column to finalize the selection.

Now you successfully selected two Groups that will be synchronized. If you want to select
multiple groups, repeat the actions from the start.

If you wish to cancel a synchronization between two groups, select them from the third column,
and click the arrow button facing towards the second column.

When you have finished selecting the groups, click the Next button.
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Pleass define a search criteria.

Domain:

Group filter: suppoat

The Group feid™ & mandaney foekd Use * a5 maldoang,
£ “Operabiong”, Operanions”, [iperanon #ir
Lfing only wildeard characher may o background openation up fo an boor.

i

Step 10:

Enter a search criteria e.g. support
Enter a search term e.g. aid. AdSync searches for this term between AD groups.

For example, you will find the specified AD group if the AD group name is LogMeln Support and
the search criteria is e.g. supp or support, or log and so on
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Step 11:

Connect at least one Active Directory Group to Rescue Group and click >> button. If you would
like to use “UserPrincipalName” instead of E-mail address in Rescue, Click the checkbox. There
is also a possibility to use Email address as a Single Sign-On ID. When it is turned on, the SSO
ID in Rescue gets the email address. After clicking Next, a confirmation window will pop up,
asking if you wish to continue with the synchronization. Select Yes.
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Confirmation

You are about to initially synchronize around 14 users.
Do you want to continue?

Yes Ne
&3 Eessue Active Diectnny - x 1
ORescue

Please select AdSyne running maocde,

) Sami Active DHrRCTOny Symcrianiser & 8 Sendce,
(0 5w Active Directory SMCrioniser &5 & windows lerminal applcation
W Start Acifyme commuand-line tool immedistely
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Step 12:

Select whether you want to run the synchronization service or like windows program and Press
the “Install service or Start App” button. If you choose to run synchronization as a Windows
application, a new terminal window will open which you do not need to close because this
window will cause continuous synchronization.

— S — —

:}- - it ¥ .

Please select AdSyne running made,

() Sam Adtave DIeCTOny SyNCHIONEeT &1 B Senice
) Sl Active DAreciony Syncrioniser a5 4 windows jerminal appScation
o Start AdSyne command -line tool immesdistely

Irtall sernce ar Start App

Imstalling Active Directory synchronization service...
Successiully installed Active Directory syncheonization service!
You can now close the installer,

Step 13:

Click the Finish button to close the installer.
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Stopping the AD Sync service

After installing Rescue AD Sync Service, there is a possibility when relaunching the application,
to stop the running service. Click the Terminate Service button.

| == ™ %

Please select the AD service you wanlt to use;

O Rescue Active Directory

N~

Microsoft AD Microsoft Azure AD

Terminate Sendce
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A new confirmation window will pop up, asking if you want to stop the service. Click the Yes
button. Now the service is stopped, and you will see the first window of Rescue AD Sync.

&> Rescue Active Directory s

Do you really wish to stop the AdSync service? After chicking Yes, the service will be
stopped, and it must be reconfigured in order to run again.

No Yes !
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